VisionLabs LP5 DeepFake detection

MHCTPYKLMA NO 3KChAyaTaLmm



VisionLabs LP5 DeepFake detection: IHCTpyKuunsa no akcnnyataumm
CopepxaHune
R N 3 oY= o1 1 S
D2 == 1= Y a =Y 1= 3
IR 1oy 1 1Y = T T T 01T o3V o o= T
3.1 OMMCAHME BAMPOCA ... ..ceeuiuiiiieieeeeeeeeeeett i iaaeaeeeeeeeeaat e eeaeeeeessataaaaaaeeseeessssssanaaaaaaeeesnsens

2/8



VisionLabs LP5 DeepFake detection: IHCTpyKuunsa no akcnnyataumm

1 Fmoccapun

TepmuH OnpepeneHue

VisionLabs Cuctema pacnosHaBaHus nuy,. 0O VisionLabs LUNA PLATFORM 5

LUNA BKJTOYEHO B EANHLINM peecTp pOCCUNCKMX NporpamMm Ans 3N1EKTPOHHbIX

PLATFORM 5 BbIYMCNUTENbHbLIX MaLWWH 1 6a3 gaHHbIX. 3anuck B peectpe Ne12557 ot
14.01.2022 nponsBefeHa Ha OCHOBaHUKN nopydeHuss MnHucTepcTsa
UM pPOBOro pasBuUTUs, CBA3M N MacCOBbIX KOMMYHUKaLUn Poccuiickom
depepaumm ot 14.01.2022 no npoToOKONy 3acedaHust SKCNepPTHOro coBeTa oOT
10.01.2022 Nel110-12np

CokpawéHHoe Ha3BaHue PacwudpoBka

LP VisionLabs LUNA PLATFORM 5

API VisionLabs LUNA PLATFORM 5 API

VL-LP5-DFD VisionLabs LP5 DeepFake detection
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2 BBeaeHue

B nokymeHTe onuckiBaeTcs npouecc akcnnyatauun VisionLabs LP5 DeepFake detection (nanee
— Mogynsb), Bxogsiwero B coctaB VisionLabs LUNA PLATFORM 5.

Onsa akcnnyataumm Moaynst HeobxoanMo NoAKNKYEHUe K TectoBoMy cTeHay VisionLabs (cm.
AOKYMeHT VIHCTpyKUMSA No npoBepke npunoxeHus). [JononHutenbHas 4OKYMEHTauUms no
pecypcy MOXeT BbITb 3anpolueHa y komnaHum VisionLabs
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3 JKkcnnyaTtaums pecypca
3.1 OnwucaHue 3anpoca

3akasuuk nocnegosatenbHO oTnpasndetT HTTP-3anpoc Ha pecypc
‘/handlers/{handler_id}/events” cepsuca API LP5 n nony4aeTt B OTBET BEPANKT 06 0BHapyxeHumn
aTaku Tuna Deepfake.

B kauecTBe 3arpykaemoro gpotonsobpaxenuns bygeT ncnonb3oBatbcs oTon3obpaxeHne
deepfake.jpg”, nokaszaHHOE Ha pUCYHKe HWXKe. [laHHOe hoTon3obpaxXeHne yxxe 3arpyxeHo Ha
TecToBbI cTeHA VisionLabs.

PucyHok 1. 3azpyxaemoe chomousobpaxxeHue

TpebyeTcs nepenTn B ANPEKTOPUIO HA CEPBEpPE, FAe pacnosioXeH dann ¢gotonsobpaxxeHus
nepeq BbINOSIHEHNEM creyloLero 3anpoca.

MepBbIM Warom Heobxoanmo co3gath handler Ans oueHkn kavyecTBa nNuua Ha
doToM306pakeHnn.

3apawnTe IP cBoero cepsepa BmecTo {IP}.

curl --location 'http://{IP}:5000/6/handlers"' \
--header 'Content-Type: application/json' \
--header 'Luna-Account-Id: 6d07lcca-fda5-4a03-84d5-5bea65904480"' \
--data '{
"description”: "test",
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"policies": {

"detect_policy": {
"multiface_policy": 0,
"estimate_head pose": 0,
"estimate_emotions": O,
"estimate_mask": 0,
"estimate_quality": @,
"estimate_gaze": 0,
"estimate_eyes_attributes": 0,
"estimate_mouth_attributes”: 0,
"detect_landmarks68": 0,
"extract_exif": 0,
"pitch_threshold": 1890,
"roll_threshold": 180,
"yaw_threshold": 180,
"estimate liveness": {

"estimate": ©

}s

"estimate_deepfake": {
"estimate": 1

}s

"face_quality": {

"estimate": ©

}s

"detect face": 1,

"detect_body": ©

¥

"extract_policy": {
"extract_basic_attributes": @,
"fd_score_threshold": 9,
"extract_face_descriptor": 0,
"extract_body_descriptor": o

¥

"conditional_tags policy": [],

"storage_policy": {

"face_sample policy": {
"filters": {},
"store_sample": ©

}s

"body_sample_policy": {
"filters": {},
"store_sample": ©

3

"image_origin_policy": {
"filters": {},
"store_image": O,
"use_external_references": ©

}s

"attribute_policy": {
"filters": {},
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"store_attribute": o,
"ttl": 300

}s

"face_policy": {
"filters": {},
"store_face": 0,
"set sample as_avatar": 0,
"link_to_lists_policy": []

}s

"event_policy": {
"filters": {},
"store_event": 0,
"wait_saving": ©

3

"notification_policy": {
"filters": {},
"send notification": ©

}
¥
"is_dynamic": false

} 1
Bynet nonyyeH oteeT ¢ handler_id cosganHoro handler.

{
"handler_id": "db2a50f1-64bd-4fb3-ae64-6bb7def37092",

"url": "/6/handlers/db2a50f1-64bd-4fb3-ae64-6bb7def37092",
"external url": "http://127.0.0.1:5000/6/handlers/db2a50f1-64bd-4fb3-ae64-
6bb7def37092"

}

[anee nonyyeHHbIn B oTBeTe handler_id HeobxoamMmo ykasaTtb B 3anpoce Ha 06paboTky
doTonsobpakeHus:.

curl --location --request POST 'http://{IP}:5000/6/handlers/5bla®559-a7d4-4726-9dec-
bcf6651f46c6/events?warped_image=0&aggregate_attributes=0&use_exif info=0' --header
"Content-Type: multipart/form-data' --header 'Luna-Account-Id: 6d@7l1lcca-fda5-4a03-
84d5-5bea65904480"' --form 'image=@"deepfake.jpg"’

3apawnTe IP cBoero cepsepa BmecTo {IP}.

PesynbTat BbINONHEHNA 3anpoca
{"images":[{"filename": "deepfake.jpg", "status":1,"error":{"error_code":0,"desc":"Suc
cess","detail":"Success","link":"https:\/\/docs.visionlabs.ai\/info\/luna\/troublesh
ooting\/errors-description\/code-
0"},"image_estimations":{}}],"events":[{"event_id":"0a7691c4-7d37-40d7-8edd-

af9e8d0907ce”, "url”:null,"detections":[{"filename": "deepfake.jpg","samples":{"face":
{"detection":{"rect":{"x":515,"y":57,"width" :151,"height":210}, "landmarks5":[[47,79]
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,[115,81],[87,105],[48,152],[113,153]], "attributes":{"head pose":{"pitch":-
5.282123565673828,"roll":-1.4074296951293945, "yaw" : -

4.245491027832031}, "deepfake" :{"prediction":"fake", "score":0.018642988055944443}}},"
sample_id":null,"url”:null}, "body":null}, "detect_time":"2023-12-
07T719:35:59.822739+03:00", "detect_ts":null,"image_origin":null}], "face_attributes":n
ull, "body attributes":null,"aggregate_estimations":{"face":{"attributes":{"deepfake"
:{"prediction":"fake","score":0.018642988055944443}}},"body":{"attributes":{}}}, "mat
ches":[],"face":null,"source":null,"stream_id":null,"tags":[],"user_data":"","extern
al _id":"","location":{},"track_id":null,"meta":null}],"filtered _detections":{"face_d
etections":[]}}
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